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Abstract
The prevalence of conspiracy theories about COVID-19 in the wide-open social media environment has raised considerable
concerns about the adverse effects of believing such theories. The previous work showed that skepticism is negatively associated
with acceptance of media content. However, this association has yet to be investigated between skepticism towards content on
social media and conviction of COVID-19 conspiracy theories. Furthermore, this association can be a function of social media
users’ dark triad traits comprisingMachiavellianism, narcissism and psychopathy. A convenient sample of 439Malaysian young
adult social media users was recruited to complete the survey. Results showed that skepticism has a negative relationship with
belief in conspiracy theories about COVID-19. However, the strength of the relationship is varied depending on respondents’
Machiavellianism and narcissism levels. The negative association between skepticism and belief in COVID-19 conspiracy
theories is weaker for individuals with high scores on Machiavellianism. High and moderate scores on narcissism were also
found to diminish the negative relationship of skepticism with COVID-19 conspiracy ideation. The results yield implications for
enhancing healthy skepticism to mitigate belief in conspiracy theories promulgated on social media. Nonetheless,
Machiavellianism and narcissism appeared to weaken the power of skepticism on conspiracy theories.
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Introduction

Conspiracy theories (CTs) refer to false beliefs in which the
ultimate cause of significant social and political events are
attributed to secret collusions manoeuvred by multiple actors
who work together for their personal gains (Douglas et al.,
2019). CTs tend to gain momentum during social and political

crises such as pandemics (Bierwiaczonek et al., 2020). Since
December 2019, the coronavirus disease (COVID-19) pan-
demic has put pressure on hospitals in many countries with
increasing number of hospitalizations and deaths (World
Health Organization, 2021). In the interim, due to the lack of
solid scientific and governmental consensus on the causes of
spreading and solutions to contain the virus, narratives and
accounts about the origins of the virus, its cures, and the prob-
able social and political powerful actants involved are ripping
through social media (Ahmed et al., 2020). Therefore, social
media has become a hosting platform for promulgating CTs
worldwide expeditiously. Misinformation, disinformation and
conspiratorial fantasies shared on the social media are
overshadowing fact-based information (Pulido et al., 2020),
implying the implicit endorsement of CTs that tags with shar-
ing. Results also demonstrated that a remarkable percentage of
people explicitly reported believing in COVID-19 CTs
(Miller, 2020a; Uscinski et al., 2020).

Belief in CTs about COVID-19 has impinged on several
aspects greatly. These comprise of yielding poor well-being
(Chen et al., 2020), resistance to preventive actions (such as
wearing a face mask, washing hands and practicing social
distancing) (Motta et al., 2020), racial hostility and
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exclusionary narratives (Depoux et al., 2020), violent behav-
iors (Jolley & Paterson, 2020), fears of vaccination and un-
willingness to be vaccinated (Romer & Jamieson, 2020). In
view of the detrimental effects associated, a surge of schol-
arly interest in possible factors contributing to such belief
emerged. Drawing on the existing literature, the factors can
be divided into situational, dispositional and political di-
mensions. Situational factors are characterised by epistemic
motives (e.g. understanding desire for certainty and desire
for control) whereas dispositional factors refer to individual
characteristics that influence behaviors and actions
(Cassese et al., 2020; Miller, 2020a, 2020b; Uscinski
et al., 2020).

From the situational perspective, Miller (2020a, 2020b)
found that the pandemic situation induces feeling of uncertain-
ty which in turn amplifies belief in COVID-19 CTs. Similarly,
learned helplessness (a perception of failing to control or
change the aversive situation) gives rise to conspiratorial
thinking (Farhart et al., 2020 as cited in Cassese et al.,
2020). Also, individuals psychologically predisposed to con-
spiratorial thinking tend to believe in COVID-19 CTs (Miller,
2020b; Uscinski et al., 2020). Conversely, resilience as a pre-
disposition force serves as a buffer against COVID-19 CTs
(Miller, 2020b). From the political aspect, Republicans in the
United States were found to believe in COVID-19 CTs more
than Democrats or Independents (Uscinski et al., 2020) due to
extensive criticisms targeting the Republican president in han-
dling the pandemic.

Typically, CTs are not supported by evidence that with-
stands scrutiny but this does not stop them from growing
(Lewandowsky & Cook, 2020). A CT could turn out to be
true if substantial evidence on the causes and procedures of the
theory are put forward in support of the theory (Dentith,
2014), supporting that conspiracies may not necessarily be
“a figment of anyone’s imagination” (Goertzel, 2020, p.
493). However, some individuals especially ideologues are
reluctant to accept the evidence when it opposes their prior
beliefs and tend to “defend their prior attitudes and actively
challenge attitudinally incongruent arguments” (Kraft et al.,
2015, p.121). This can be attributed to motivated reasoning
where individuals tend to maintain their pre-existing attitudes
through biased reasoning processes, producing defences that
mainly serve their personal desires rather than accurately re-
flect the evidence (Kunda, 1990). In view of this, a CT is
likely to remain a CT, even in the emergence of supporting
evidence, for individuals with motivated reasoning as they
have the tendency to accept what they choose to readily be-
lieve with less scrutiny than that which they desire to believe.

In attempting to understand the influence of CTs on indi-
viduals, researchers turn to examine the factors that render
people susceptible to CTs. In this regard, media skepticism
which is the core to media literacy has received considerable
attention due to the proliferation of falsehood on social media

(Fletcher & Nielsen, 2019; Vraga & Tully, 2019). Media
skepticism enables users to combat disinformation and mis-
information (Ashley et al., 2010; Maksl et al., 2015). The
nuances of COVID-19 CTs aplenty in the absence of more
informed knowledge create fear and insecurity that affect
society negatively. Therefore, the present study aims to
provide a better understanding of individuals’ behavior
with regard to believing in CTs during the pandemic by
examining the association of skepticism towards social me-
dia content and COVID-19 conspiracy ideation which is
relatively a new research direction.

While the association between skepticism and belief in CTs
seems to suggest a direct relationship, very often, individuals’
behaviors are navigated by a complex interplay of a variety of
components, let alone strive through difficult periods such as
the COVID-19 pandemic. Therefore, a simple correlation be-
tween social media skepticism and belief in CTs is insufficient
to provide an understanding of the complex behavior of the
CT-oriented people. It is claimed that differences in disposi-
tional and personality characteristics may affect the extent to
which individuals believe in CTs (Swami et al., 2016).
Conspiracists’ belief is also linked to the dark triad which is
made up of three personality traits (i.e., Machiavellianism,
narcissism and psychopathy) (Douglas et al., 2017; March &
Springer, 2019; Nowak et al., 2020). Association between
skepticism and belief in COVID-19 CTs can be influenced
by dispositions of social media users. Underlying this back-
ground, it is timely and useful for researchers to investigate
these personality traits as third variables that may alter indi-
viduals’ disposition toward the belief in CTs. In the present
study, these personality traits will be introduced as moderating
variables in explaining the relationship between social media
skepticism and belief in COVID-19 CTs.

The present study sets out to achieve two main objectives:
(i) to examine the relationship between social media skepti-
cism and belief in COVID-19 CTs and (ii) to test the moder-
ating role of dark triad personality traits in the relationship
between social media skepticism and belief in COVID-19
CTs.

Background of the Study

Media Skepticism and Belief in Conspiracy Theories

Skepticism is a “tendency towards a kind of judicious doubt
and promotes recognizing any information or rationale offered
as limited by the perspective and/or motivations of its narra-
tor” (Feuerstein, 1999, p.45). It invokes reflective thought and
careful consideration of any beliefs (Feuerstein, 1999). Media
skepticism refers to mistrust toward media messages and the
way information source functions (Tsfati, 2003). It is
conceptualised as questioning about fairness, factuality,
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accuracy and completeness of media messages (Maksl et al.,
2015) with emphasis on critical thinking (Feuerstein, 1999).
The mechanism of skepticism aids to reduce susceptibility to
misinformation effects as it encourages interrogation of ori-
gins and accuracy of information on media (Lewandowsky
et al., 2012; Tsfati, 2003). Media skepticism was found to be
the predictor of assessment of news source credibility (Carr
et al., 2014).

Aside from that, skepticism can also be a solution to vari-
ous problems entrenched in contemporary news consumption
where rumours, misinformation and conspiratorial thoughts
spread much faster than truth on social media. However, re-
sults showed that social media users possess a sense of ‘gen-
eralised skepticism’ which serves them as a deterrent for not
scrutinizing information critically (Fletcher & Nielsen, 2019).
Media and news literacy orientations can promote skepticism
toward political CTs (Kahne & Bowyer, 2017; Maksl et al.,
2015; Vraga & Tully, 2015).

An emerging body of literature has been conducted to in-
vestigate the potential of media literacy that aids to enhance
individuals’ skepticism in combating misinformation on so-
cial media. For example, Kahne and Bowyer (2017) found
that greater media literacy enables individuals to assess
evidence-based posts more accurate than misinformation
posts. Besides, warning about misleading and false informa-
tion on Facebook also influenced users’ judgment toward the
accuracy of such information (Clayton et al., 2020). Likewise,
news literacy on social media sites like Twitter would rein-
force perceptions of high-quality information and increase
doubt about low-quality or false information (Tully et al.,
2020). In other words, skeptics demonstrate better adjudica-
tion of information accuracy.

Moderating Role of the Dark Triad

The dark triad is a set of personality traits namely
Machiavellianism, narcissism, and psychopathy. These three
traits “often show differential correlates but share a common
core of callous-manipulation” (Furnham et al., 2013, p. 199).
Machiavellianism portrays a tendency to exploit, deceive, and
manipulate others (Christie &Geis, 1970). Machiavellians tend
to be cynical and distrustful (Christie & Geis, 1970; Furnham
et al., 2013; Jones & Paulhus, 2011). Machiavellianism is also
characterised by a strategic-calculating orientation (Jones &
Paulhus, 2011), which fits well with the conception of the
Machiavellian as a conservative and utilitarian (Christie &
Geis, 1970; Jones & Paulhus, 2011). Driven by self-gain, indi-
viduals with Machiavellianism are more likely to appear low
on honesty-humility (Ogunfowora et al., 2013).

The emergent literature has shown that Machiavellianism
is positively associated with conspiracist ideation (March &
Springer, 2019; Nowak et al., 2020). Often, Machiavellians
perceive that those with power in the government would

engage in similar tactics and they are inclined to conspire
too if they were given the power (Douglas & Sutton, 2011).
Research showed that suspiciousness, political cynicism and
lack of trust in the government can contribute to belief in CTs
(Imhoff & Lamberty, 2018; Swami et al., 2016). All these
results strengthen the assertion that tendency to believe in
CTs can be associated with Machiavellianism characteristics.

Machiavellianism could attenuate the negative relationship
between social media skepticism and belief in COVID-19
CTs. Skepticism is “a constructive response to political blun-
ders and public affairs news media, representing a critical but
open posture toward news media and politicians” (Pinkleton
et al., 2012, p.26). It can foster a heightened attention to media
and media content by scrutinizing facts and motives with an
open mind and free of any resentment (Tsfati, 2003). Skeptics
may not manifest Machiavellian attributes such as cynicism
and manipulation. Past studies found that skeptics are oriented
to know the truth by critical thinking and enhanced informa-
tion seeking (Vraga & Tully, 2019; Yamamoto & Kushin,
2014) while Machiavellians tend to build cynical distrust
(Dahling et al., 2009) that reflects their resentment and hostil-
ity towards media (Pinkleton et al., 2012; Tsfati, 2003). In
fact, healthy skepticism can turn to cynicism if individuals
feel that “critically consuming news and information has no
value to them or is a waste of their time” (Vraga & Tully,
2019, p. 5).

Narcissism is typically characterized by dominance, in-
creased sense of entitlement and superiority (Paulhus &
Williams, 2002). Narcissists are engrossed with how others
perceive them (Horvath &Morf, 2009). Narcissismwas found
to be positively related to belief in CTs (Cichocka,
Marchlewska, & de Zavala, 2016a; Cichocka, Marchlewska,
de Zavala, & Olechowski, 2016b; March & Springer, 2019).
The propensity of them believing in CTs can be due to their
desire to retain a favorable impression of others. The relation-
ship between narcissism and belief in CTs was attributed to
the tendency of the individuals with high narcissistic behavior
to be the centre of attention (March & Springer, 2019), and
hence, any sharing of CTs on social media allows them to
receive the extent of attention they desired for. Narcissism
promotes paranoia, a pattern of thinking that triggers an irra-
tional suspicion or mistrust of others and perceive their actions
as intentionally malevolent (Cicero & Kerns, 2011; Cichocka,
Marchlewska, & de Zavala, 2016a). Research reported that
paranoia is positively linked with belief in CTs about political
and social events caused by high authoritarians (Darwin et al.,
2011; Wilson & Rose, 2014).

The negative relationship between skepticism and belief in
COVID-19 CTs on social media could be contingent on users’
narcissism. There exists evidence showing that narcissists
with excessive self-focused attention has less propensity to
engage in reflective thinking processes (Littrell et al., 2019).
Previous work also demonstrated a significant association
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between narcissism and overconfidence (Macenczak et al.,
2016) while overconfidence has a negative relationship with
cognitive reflection (Noori, 2016). Narcissists tend to act with-
out undertaking deliberate information processing (Lee &
Seidle, 2012). In this view, narcissism characteristics may
not be agreeable with skepticism which entails critical think-
ing and careful information processing. Given this, it could be
assumed that social media users with high scores on narcis-
sism characteristics may not judge social media content criti-
cally and hence they are susceptible to agreeing with CTs.

Psychopathy is typically perceived as thrill seeking, lack of
empathy and low in interpersonal emotions (Paulhus &
Williams, 2002). It is characterised by social dominance,
self-confidence, and callous manipulation (Hare &
Neumann, 2008). Psychopaths were found to have the tenden-
cy to believe CTs (Hughes & Machan, 2021; March &
Springer, 2019). Previous research showed that strange
beliefs/ magical thinking has a significant positive association
with ideation of CTs (Barron et al., 2018) because higher odd
beliefs/magical thinking reinforces a sense of control that be-
lief in CTs could provide (Swami et al., 2011).

Psychopathy may affect the relationship between skepti-
cism and belief in CTs. Individuals with psychopathy often
show deficits in learning (Oba et al., 2019) and demonstrate a
reduced capacity to process multicomponent perceptual infor-
mation simultaneously (Hamilton & Newman, 2018). In ad-
dition, psychopaths have difficulties in switching their atten-
tion and often fail to integrate additional information into their
thinking (Burley et al., 2020). According to Jones and Paulhus
(2011), psychopathy was positively associated with impulsiv-
ity. Impulsivity was a potential obstacle to the development of
adaptive social problem solving skills and also the learning of
effective social problem solving strategies (McMurran et al.,
2002; McMurran et al., 2005). All these psychopathic charac-
teristics may impair social media users’ skepticism.

The Present Study

Given the spread of COVID-19 CTs on social media, it is
timely to know what factors have an association with tenden-
cy to believe in such theories. The existing literature reviewed
above found that skepticism on media information negatively
predicts belief in CTs whereas the dark triad personality traits
are positively associated with the acceptance of CTs.
Therefore, the present study develops the following hypothe-
ses to test the relationship between social media information
skepticism and belief in COVID-19 CTs as well as to provide
a more in-depth understanding on the moderating influence of
the personality traits on this relationship.

H1: There is a negative relationship between social
media information skepticism and COVID-19 con-
spiracy theory beliefs.

H2: Machiavellianism moderates the negative relation-
ship between social media information skepticism and
COVID-19 conspiracy theory beliefs such that the rela-
tionship is weakened for individuals who score high on
Machiavellianism.
H3: Narcissismmoderates the negative relationship between
social media information skepticism and COVID-19 con-
spiracy theory beliefs such that the relationship is weakened
for individuals who score high on narcissism.
H4: Psychopathy moderates the negative relationship be-
tween social media information skepticism and COVID-
19 conspiracy theory beliefs such that the relationship is
weakened for individuals who score high on
psychopathy.

Method

Procedure

A cross-sectional design was established to collect data from
young adult social media users fromKuala Lumpur,Malaysia,
using an online survey. The rationale of choosing this segment
as research target population was supported by the fact that
about 81% of the Malaysian population (as of January 2020)
were identified as active social media users (Müller, 2020) of
which the majority of them were in their 20s and 30s and
mainly residing in urban areas (Malaysian Communications
and Multimedia Commission (MCMC), 2018). Results also
showed that Malaysian social media users aged between 18 to
24 years old were the biggest age group that trust social media
(Hirschmann, 2021a).

An online survey was created using Google Form. The
questionnaire started with a brief introduction to the research.
Participants were assured that their responses would be kept
strictly confidential and used only for research purpose. Their
participation is completely voluntary and as such they were
free to withdraw from the survey at any time. In the first
section of the questionnaire, a filter question was designed
to ensure that the survey is completed by participants who
was a user of at least one of the social media sites such as
Facebook, Instagram, Twitter etc. The other sections covered
the sociodemographic characteristics of participants and items
measuring the predictor and outcome constructs. Questions on
the constructs were asked in no particular order to reduce
common method bias (MacKenzie & Podsakoff, 2012).
Participants were required to complete all items in the survey
to ensure no missing data.

We used G*power to calculate the required sample size for
the study. We performed the most common recommended
setting for social science research to determine the sample size
for a moderation model (Hair et al., 2017). Setting G*power at
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“F tests analysis”, statistical test: “Linear multiple regression:
fixed model, R2 deviation from zero”, the type of power anal-
ysis: “A-priori: Compute required sample size – given α,
power and effect size”, effect size f2 = 0.15 (medium effect),
α err prob. = 0.05, and power (1-β err prob) = 0.80, number of
predictors = 7, the total sample size obtained was 103 with the
actual power of 0.80. A research assistant was recruited to
distribute the link of the survey among potential respondents.
Using convenience sampling method, a total of 439 responses
were collected which met the required sample determined by
G*power. Data collection took less than one month from 15
July to 10 August 2020. The protocol of the study (including
the research procedure, the rights and safety of the partici-
pants, and the method of data collection) was approved by
the Review Board of XXX University Malaysia to comply
with research ethics policy.

Participants

Out of the 439 participants, 117 were male (26.7%) and 322
were female (73.3%), respectively. Majority of them ranging
from the age of 18 to 22 (81.3%), were single (97%) and
Chinese (90.6%) and pursued tertiary education (62.9%).
Less than half of the participants (44.6%) reported spending
4–6 h a day on social media sites, followed by 36.2% who
spent 1–3 h on social media. Social media was the second
most reliable source of news for 25.3% of the participants after
online newspapers with 41.5%. Table 1 shows the demo-
graphic profile of respondents.

Measures

Social Media Skepticism

A 7-item scale was adopted from Maksl et al.’s (2015) study
where respondents’ perception on whether news media are
“fair, tell the whole story, are accurate, can be trusted, get in
the way of society, solving its problems, and whether news
media prioritize being the first to report a story” were sought
(Maksl et al., 2015, p. 34). Participants were asked to think of
information on social media when reading and choosing the
option which best indicates their agreement or disagreement
with each statement. Some items include “I think the news
media are fair,” “I think the news media are accurate,” “I don’t
think the news media can be trusted.” Responses were rated
on a 5-point Likert scale from 1 (strongly disagree) to 5
(strongly agree). Some items were reverse coded so that a
higher score indicated a higher level of skepticism towards
the information on social media. Cronbach’s alpha of the scale
reported in previous research was acceptable (Maksl et al.,
2015; Vraga & Tully, 2015). The present study found an in-
ternal consistency of .91 for the scale.

Belief in Conspiracy Theories about COVID – 19

A 5-item COVID-19 conspiracy scale was developed for the
present study. The scale included the most popular CTs in the
world about COVID-19 as of July 2020 documented in the
literature (Cassese et al., 2020; Georgiou et al., 2020; Miller,
2020a, 2020b). The five items include: “Coronavirus has es-
caped from a lab in one of the cities of China, Wuhan,”
“Coronavirus is originated in the US,” “Many dead bodies
affected by Coronavirus were secretly burned in China,”
“The Covid-19 is a man-made virus,” and “Coronavirus was
a part of a Chinese covert biological weapon programme.”
The questionnaire was validated by a pilot study.

Table. 1 Participants’ demographic background (N= 439)

Variable n Percentage (%)

Gender

Male 117 26.7

Female 322 73.3

Age range

18–22 357 81.3

23–27 54 12.3

28–32 19 4.3

33 and above 9 2.1

Marital status

Single 426 97

Married 13 3

Ethnicity

Malay 14 3.1

Chinese 398 90.6

Indian 8 2

Other 19 4.3

Education level

Secondary 62 14.1

College/Diploma 101 23.0

Degree 251 57.2

Postgraduate 25 5.7

How many hours a day do you spend on social media sites?

1–3 159 36.2

4–6 196 44.6

7–9 43 9.8

10–12 31 7.1

13 and above 10 2.3

What source of news do you consider to be the most reliable source?

Social media 111 25.3

Online Newspapers 182 41.5

Printed Newspapers 54 12.3

Television 89 20.3

Word-of-mouth 3 .7
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Participants rated each statement on a 5-point scale ranging
from 1 = strongly disagree to 5 = strongly degree. The
Cronbach’s alpha for the scale was .75.

The Dark Triad

The dark triad comprises Machiavellianism, narcissism, and
psychopathy. The present study used the Short Dark Triad
(SD3) scale developed by Jones and Paulhus (2014). The
scale comprises of 27 items, with 9 items for each trait.
Some items for the section of Machiavellianism include
“It’s not wise to tell my secrets,” “I like to use clever ma-
nipulation to get my way,” “Whatever it takes, I must get
the important people on my side.” Some items for narcis-
sism include “People see me as a natural leader,” “I hate
being the center of attention,” and “Many group activities
tend to be dull without me.” Some items of psychopathy are
“I like to get revenge on authorities,” “I avoid dangerous
situations,” and “Payback needs to be quick and nasty.” All
responses were rated on a 5-point Likert scale ranging from
1 = strongly disagree to 5 = strongly degree. Previous re-
search showed an acceptable reliability for each sub-scale
(Nowak et al., 2020). In the present study, internal consis-
tency for Machiavellianism was α = .75, for narcissism was
α = .61 and for psychopathy was α = .72. Although the al-
pha value of narcissism is less than 0.7, there is a general
rule which recognises internal consistency value between
0.6–0.7 as acceptable (Ursachi et al., 2015).

Analysis

The data was analysed using IBM SPSS Statistic version 25.
Pearson Correlation analysis was computed to determine the
relationship between all study variables. SPSS PROCESS
macro by Hayes (2018) was used to test the moderating effect
of Machiavellianism, narcissism and psychopathy on the neg-
ative relationship between skepticism towards information on
social media and belief in CTs about COVID-19 while con-
trolling for gender, age and education level. SPSS PROCESS
macro uses ordinary least squares (OLS) regression to esti-
mate the interaction in the moderation models. The predictors
(skepticism, Machiavellianism, narcissism and psychopathy)
were mean-centered when conducting the moderation analy-
sis. The moderation analysis was conducted separately for
each dark triad traits.

Results

Before testing the hypotheses in the present study, common
method bias was tested using the most widely used technique -
Herman’s single factor test (Podsakoff et al., 2003). From the

factor analysis, the total variance explained by one factor is
16.59%which indicated the absence of common method bias.

Pearson Correlation analysis was used to determine the
negative relationship between skepticism towards information
on social media and belief in CTs about COVID-19 (H1). As
shown in Table 2, it was found that skepticism towards infor-
mation on social media was significantly and negatively cor-
related with belief in CTs about COVID-19 (r = −.10,
p = .029), supporting H1. Moreover, belief in CTs about
COVID-19 was found to be significantly and positively cor-
related with Machiavellianism (r = .11, p = .019), narcissism
(r = .11, p = .024) and psychopathy (r = .30, p < .001).

The moderating effect of Machiavellianism on the negative
relationship between skepticism towards information on so-
cial media and belief in CTs about COVID-19 while control-
ling for gender, age and education level (H2) was examined
using PROCESS macro. Skepticism did not significantly pre-
dict beliefs in CTs about COVID-19 (B = −.04, SE = .04, t =
−0.95, p = .345) while Machiavellianism significantly predict-
ed belief in CTs about COVID-19 (B = .09, SE = .04, t = 2.54,
p = .012). The overall model was significant, R2 = .047, F(6,
432) = 3.57, p = .002, which explained 4.7% of the variance in
belief in CTs about COVID-19. The interaction effect be-
tween skepticism towards information on social media and
Machiavellianism was statistically significant (B = −.02,
SE = .01, t = −3.12, p = .002) as displayed in Fig. 1. The inter-
action model was ΔR2 = .021, F(1, 432) = 9.72, p = .002,
which explained 2.1% of the variance in belief in CTs about
COVID-19.

Based on the conditional effects, significant relationship
was found between skepticism towards information on social
media and belief in CTs about COVID-19 for high level of
Machiavellianism, B = −.13, t(432) = −3.14, p = .002, 95% CI
[−.22, −.05]. Meanwhile, no significant relationship was
found between skepticism and belief in CTs about COVID-
19 for low and moderate level of Machiavellianism (see
Table 3). Thus, when Machiavellianism is high, the negative
relationship between skepticism towards information on so-
cial media and belief in CTs about COVID-19 is diminished,
thus supporting H2.

When investigating the moderation effect of narcissism
(H3), it was found that skepticism towards information on
social media did not significantly predict belief in CTs about
COVID-19 (B = −.06, SE = .04, t = −1.49, p = .138) while nar-
cissism significantly predicted belief in CTs about COVID-19
(B = .12, SE = .04, t = 2.77, p = .006). The overall model was
significant, R2 = .049, F(6, 432) = 3.71, p = .001, which ex-
plained 4.9% of the variance in belief in CTs about COVID-
19. The interaction effect between skepticism towards infor-
mation on social media and narcissism is statistically signifi-
cant (B = −.02, SE = .01, t = −3.24, p = .001) as shown in
Fig. 2. The interaction model was ΔR2 = .023, F(1, 432) =
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10.52, p = .001, which explained 2.3% of the variance in be-
lief in CTs about COVID-19.

Based on the conditional effects, significant relationship
was found between skepticism towards information on social
media on belief in CTs about COVID-19 for moderate, B =
−.08, t(432) = −2.01, p = .046, 95% CI [−.15, −.002] and high
level of narcissism, B = −.15, t(432) = −3.37, p < .001, 95%CI
[−.23, −.06], whereas there is no significant relationship be-
tween skepticism and beliefs in CTs about COVID-19 for low
level of narcissism (see Table 4). As a result, the negative
relationship between skepticism towards information on so-
cial media and belief in COVID-19 conspiracy theories is
weaker for individuals with moderate and high levels of nar-
cissism, thus supporting the moderating effect of narcissism
(H3).

As shown in Fig. 3, psychopathy did not significantly mod-
erate the relationship between skepticism towards information
on social media and belief in CTs about COVID-19 (H4).
Skepticism towards information on social media did not sig-
nificantly predict belief in CTs about COVID-19 (B = −.04,
SE = .04, t = −1.12, p = .265) while psychopathy significantly
predicted belief in CTs about COVID-19 (B = .24, SE = .04,
t = 6.32, p < .001). The overall model was significant,
R2 = .10, F(6, 432) = 8.41, p < .001, which explained 10% of

the variance in belief in CTs about COVID-19. The interac-
tion effect between skepticism towards information on social
media and psychopathy is not significant (B = −.01, SE = .01,
t = −1.21, p = .227) with ΔR2 = .003, F(1, 432) = 1.47,
p = .227, which explained 0.3% of the variance in belief in
CTs about COVID-19. Thus, H4 is not supported.

Discussion

The present study aimed to examine the association between
social media information skepticism and belief in CTs about
COVID-19 and the moderating role of the dark triad person-
ality traits on this association among Malaysian young adult
social media users.

As postulated in H1, skepticism towards information on
social media was negatively associated with the ideation to
CTs about COVID-19, suggesting that the attitude of doubt
towards content on social media aids to buffer susceptibility to
COVID-19 CT effects. The result substantiates the assertion
that skepticism negatively predicts the acceptance of misinfor-
mation and disinformation because it motivates people “to
question the origins of information that may later turn out to
be false” (Lewandowsky et al., 2012, p. 120). Skepticism

Table. 2 Correlations between all
study variables (N = 439) No. Variables Mean (SD) 1 2 3 4 5

1. Skepticism 20.98 (4.92) 1

2. Machiavellianism 31.19 (5.22) −.12* 1

3. Narcissism 26.20 (4.37) −.08 .26*** 1

4. Psychopathy 23.37 (5.23) −.21*** .24*** .31*** 1

5. Belief in CTs about COVID-19 14.41 (3.97) −.10* .11* .11* .30*** 1

*p < .05. ***p < .001

Fig. 1 Interaction effect between
skepticism towards information
on social media and
Machiavellianism on belief in
CTs about COVID-19
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involves analytical thinking (Feuerstein, 1999) and analytic
thinking reduces belief in CTs (Swami et al., 2014). The pres-
ent study further corroborates the result that individuals who
scored high on media skepticism may assess the news pro-
gram as less credible than those who scored low on media
skepticism (Carr et al., 2014). The result also provides support
for the negative association between news media literacy and
the likelihood of endorsing CTs (Craft et al., 2017). Skeptical
news media consumers are less likely to be exposed to non-
mainstream media due to their belief in the lack of reliability
of online news sources (Tsfati, 2010). Also, they are more
likely to engage in situations and activities that require a deep
elaboration (Tsfati & Cappella, 2005). Their skepticism to-
wards information on social media could be associated with
their media and news literacy (Vraga & Tully, 2019).
Skepticism is consequential in the context of social media
because it is receptive to misinformation (Craft et al., 2017;
Kahne & Bowyer, 2017). Those with high score on media
skepticism tend to repudiate the overwhelming reports in me-
dia (Tsfati, 2003). If given a choice to adjudicate the social
media content while maintaining the interest for information
accuracy, they should be less agreeable to the content on such
outlets (Tsfati, 2003). This tendency will be advantageous for

society as it then reduces the negative impact of false or mis-
leading information (Lewandowsky et al., 2012). Therefore,
cultivating skepticism towards media messages, including on-
line information, should remain as the fundamental of media
and news literacy programs (Ashley et al., 2010; Maksl et al.,
2015) because it promotes accurate judgment of truth claims
(Kahne & Bowyer, 2017) and may mitigate the tendency to
endorse CTs.

Machiavellianism was found to be the moderator on the
relationship between skepticism and belief in CTs about
COVID-19 (H2), suggesting that high scores on
Machiavellianism weaken the association between skepticism
towards social media content and conspiring propositions.
Participants characterized by Machiavellianism are more likely
to have a stronger conviction about COVID-19 CTs and are
less likely to evaluate news from a healthy and critical perspec-
tive. Machiavellians are cynical and distrustful in nature as well
as strategic in manipulation (Furnham et al., 2013; Jones &
Paulhus, 2011). Therefore, they may not engage in information
evaluation process with a healthy skepticism. As such,
Machiavellianism may diminish the negative relationship be-
tween skepticism and belief in CTs. The finding of the present
study lends credibility to past research that showed

Table. 3 Conditional effects of skepticism towards information on
social media on belief in CTs about COVID-19 by Machiavellianism

95% CI

Machiavellianism Effect t p Lower Upper

Low .05 0.83 .407 −.06 .15

Moderate −.03 −0.84 .401 −.11 .05

High −.13 −3.14 .002 −.22 −.05

Fig. 2 Interaction effect between
skepticism towards information
on social media and narcissism on
belief in CTs about COVID-19

Table. 4 Conditional effects of skepticism towards information on
social media on belief in CTs about COVID-19 by narcissism

95% CI

Narcissism Effect t p Lower Upper

Low .02 0.37 .713 −.08 .11

Moderate −.08 −2.01 .046 −.15 −.002
High −.15 −3.37 < .000 −.23 −.06
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Machiavellianism positively predicts the generic conspiracist
beliefs (March & Springer, 2019), personal willingness to con-
spire (Douglas & Sutton, 2011), endorsement of conspiracy
theories about the COVID-19 outbreak (Malesza, 2021) and
COVID-19 vaccine intentions (Hughes & Machan, 2021).

Findings also supported the moderating role of narcis-
sism on the relationship between skepticism and belief in
COVID-19 CTs (H3). This reflects that high and moderate
levels of narcissism can diminish the strength of the rela-
tionship between skepticism and the ideation of COVID-19
CTs because they are less likely to engage in a thoughtful
message processing and reflective thinking (Lee & Seidle,
2012; Littrell et al., 2019). The results of the present study
substantiate past research that showed narcissism is a robust
predictor of conspiracy ideation (Cichocka, Marchlewska,
& de Zavala, 2016a). This can be attributed to the narcis-
sists’ paranoia behavior which was found to be associated
with conspiracy bel iefs (Wilson & Rose, 2014) .
Furthermore, narcissists are attention-seeking (Raskin &
Terry, 1988) and their desire to be the center of attention
can also be linked with their tendency to have conspiracy
mentalities (March & Springer, 2019).

The present study failed to support the hypothesised mod-
erating role of psychopathy on the relationship between skep-
ticism and belief in COVID-19 CTs (H4). This result suggests
that psychopathy characteristics are less likely to impede
skepticism in adjudicating information critically. One possible
reason to explain the absence of the moderating influence of
psychopathy lies in the scale items that mainly capture impul-
sivity feature of psychopathy (Jones & Paulhus, 2014). Past
research also demonstrated that psychopathy, conceptualised
as impulsivity, emotional reactivity, destructive and volatile
nature, is not associated with the ideation of CTs (March &
Springer, 2019). However, other characteristics of psychopa-
thy which cover social dominance, exploitation, and

manipulation were found to be the predictors of belief in
CTs (March & Springer, 2019).

Implications

The present study yields some theoretical implications.
Firstly, it investigated skepticism as one of the core compo-
nents of media literacy along with the three dark personality
traits, thus providing a better understanding on the complexity
of individuals’ behavior towards the acceptance of informa-
tion about COVID-19 on social media. Secondly, the signifi-
cant negative association between social media skepticism
and belief in COVID-19 advanced the literature of media lit-
eracy and CTs. Prior studies did not examine the impact of
skepticism on social media pertaining to belief in CTs associ-
ated to the unprecedented crisis like the pandemic, thus the
present study provides a ground for further postulates in the
future. Thirdly, the moderating role of Machiavellianism and
narcissism on the relationship between social media skepti-
cism and the ideation of COVID-19 CTs provides theoretical
evidence supporting the dominant role of individuals’ dark
personality characteristics.

The present study also produces several practical implica-
tions. Results showed that skepticism predicted COVID-19
conspiracy beliefs, implying that skeptical social media users
are less susceptible to conspiratorial content andmore likely to
show more responsible online behaviors. Emphasis on skep-
ticism towards social media content may possibly help culti-
vate the good practice of fact-checking and critical thinking.
Skeptics are more likely to refute the influence of the COVID-
19 CTs. In light of this, media literacy advocates should em-
phasize skepticism as an essential disposition to empower
users’ ability to distinguish conspiratorial content and resist
falsehood as a result of inaccurate reports about the pandemic
that effectuate uncertainty and stress among public.

Fig. 3 Interaction effect between
skepticism towards information
on social media and psychopathy
on belief in CTs about COVID-19
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The descriptive results of the present study showed that the
participants of the present study considered social media news
more reliable than printed newspaper or television, supporting
the Statista survey that showed majority of the Malaysian
respondents (86%) get their news online, including through
social media, and 30% of them get their news through print
media (Hirschmann, 2021b). Nonetheless, Malaysian young
adults appeared to have low awareness of potential media
effects and critical thinking abilities of information encoun-
tered on digital media (Chin & Zanuddin, 2019). They were
also found to report some difficulties in evaluating the rele-
vance and usefulness of information on digital media (Pandian
et al., 2020). All these results call for an attention of media
literacy education to empower individuals to become more
critical social media users with a focus on healthy skepticism.

In addition, fostering skepticism toward information on
social media while avoiding Machiavellianism characteristics
(such as cynicism, manipulation and exploitation) should be
the driven forces in media literacy programmes. Healthy skep-
ticism on social media content should be inculcated while the
elements of accuracy, trustworthiness, fairness, and complete-
ness of information are valued. Having a misanthropic view of
the world may intensify tendency to believe CTs. While skep-
ticism is negatively linked with CTs belief, Machiavellianism
can be detrimental as reflective thinking is absent, instead,
cynical hostility and rejection of media driven by antagonism
are dominant. Results of the present study demonstrated that
users high on Machiavellianism are more likely to accept
COVID-19 CTs because they may not be armed with skepti-
cism. Given this, indirect intervention programs through cre-
ation of awareness (such as # Say “Yes” to Responsible
Sharing of News campaign) are recommended to prevent so-
cial media users from communicating inaccurate information
to promote anti-malevolent behaviors on social media.

The result showed that high and moderate levels of narcis-
sism can weaken the negative relationship of skepticism on
COVID-19 CTs, implying that social media users may be
defenceless to conspiratorial content if their skepticism is di-
minished by narcissism. The negative impact of rampant nar-
cissism impairs users’ concern about the quality of informa-
tion on social media and thus intensifies their propensity to
endorse CTs. Narcissism is manifested as a stable trait (Vater
et al., 2014) and can be harnessed for good intentions.
Research showed that some characteristics of narcissism such
as inflated self-image and sense of importance appeared to be
associated with higher self-esteem, greater resilience and less
depression (Brailovskaia et al., 2019; Mehdizadeh, 2010). In
view of this, those concerned of the inimical effects of CTs on
social media can promote positive narcissism for self-
enhancement and discourage users from engaging in decon-
structive dimensions of narcissism that lead to vindictive mo-
tivations such as creating and promulgating CTs on social
media.

Limitations and Future Research

Although the findings from the present study have made sev-
eral contributions to the literature, it was limited by its reliance
on a correlational design. Therefore, the present study failed to
provide results for causality of COVID-19 CT belief
(Creswell & Creswell, 2014). The sample of the current study
was recruited conveniently and was predominantly constitut-
ed by female young adult social media users who were mainly
Chinese, thus imperilling the generalizability of the results
(Babbie, 2017). A replication of the study can be conducted
to improve on the inclusiveness of the sample which shows an
adequate and accurate representation of the population. The
present study used self-report measurements which are subject
to participants’ social desirability response bias, thus
compromising the validation of scoring in the research mea-
sures (Arnold & Feldman, 1981). In addition to skepticism as
one of the core components of media literacy, media locus of
control and automatic versus mindful thought processing have
the potential to protect media audience from being susceptible
to the effects of conspiratorial information on social media
(Maksl et al., 2015) which can be the focus of future research.
While the present study focused on dark personality traits that
may affect media consumption, future studies are recommend-
ed to investigate the moderating role of big five personality
factors on the relationship between social media skepticism
and conspiracy beliefs. In addition, the scale used to measure
COVID-19 CTs was not inclusive due to the dynamic nature
of such theories during the pandemic. Therefore, future re-
search is suggested to expand the scale comprising the recent
CTs.
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