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a b s t r a c t 

Nowadays, the online platform has been used by many educational institutions, to conduct tests, especially for 

secondary to tertiary level students. The most popular online test program is run by providing a user id and 

password to the candidates, and subsequently, they log in to the given web page to answer the questions. However, 

this system has a lot of bugs, the password can be misused followed by cheating in the test. This shows the 

importance of a secure system being implemented to avoid such a problem. This paper presents a blockchain 

framework that secures the online examination system. The proposed framework has been used to secure a data 

management system that connects to existing educational data. Institutions can simply compile their data history 

without requiring a copy from the central servers. The proposed blockchain framework improves data security and 

removes any potential cheating between users or third-party institutions that access applications and services. 

In this regard, this study provides a secured framework for conducting and evaluating subject tests to ensure 

consistency between student and server, and secure delivery of questionnaire from the server. 

1

 

B  

A  

f  

e  

e  

p  

b  

A  

c  

i  

i  

c  

f  

o  

a  

t  

p  

e  

u  

 

o  

(  

e

 

f  

c  

s

2

 

w  

t  

t  

n  

t  

L  

h

R

A

2

(

. Introduction 

During the Covid-19 pandemic, all educational institutions in

angladesh are closed physically like the other countries in the world.

s a result, more than four crore students in Bangladesh have been af-

ected, and students have no other choice but to study online. Also, the

xaminations are conducted via an online platform. However, the proper

valuation of students learning via online examination has remained ap-

alling. Specifically, some issues such as Fake Identity, Question Distri-

ution, Common questions, Background Apps or Multiple Devices, Copy

nswer-script, and Secure Result Publication have appeared as a signifi-

ant concern. It becomes very necessary to solve those significant issues;

f not, many students will lag in terms of quality education. Fortunately,

n Bangladesh, the use of communication technology has grown signifi-

antly in recent years. In this regard, an advanced and secure framework

or an online examination system is designed to enhance the efficacy

f the online examination procedure for educational institutions such

s schools, colleges, and universities in Bangladesh. The main perspec-

ive of this research work is to build a proper system to solve all major

roblems that students and teachers have been facing during the online
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xamination. This study looks at the challenge of personal identity and

nauthorised access of other users to the network using different clients.

The objectives of the study are to (i) Analyze the features of several

nline programs that perform online tests for a variety of purposes, and

ii) Develop a blockchain-based secure online examination system for

ducational institutions in Bangladesh. 

It is expected that the proposed system can handle all operations

rom the beginning of IP-based login to block-chain-based result publi-

ation that makes the exam procedure more secure, user-friendly, time-

aving, and effective. 

. Literature review 

Cluskey et al. [1] studied the possible ways to take the online exam

ithout having proctor supervision. The authors have discussed in detail

he common cheating scenario that is adopted by the students, and how

o prevent the students from cheating. They have suggested some tech-

iques for developing an online testing plan and some online exam con-

rol procedures such as taking exams at one set time, using Respondus

ockdown Browser (RDL), verifying student ID, and so on. Tejra et al.
M.U. Khandaker) . 
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T  
2] have proposed to use of Convolutional Neural Networks (CNN) to

dentify a student properly in an online exam by observing the student’s

ovement. But the drawback of CNN is that it can’t analyze the orienta-

ion and position of students and it also needs too much data to preview

he result. Mukta et al. [3] have worked on the Fuzzy Logic Approach

or Adaptive Test Sheet Generation in E-Learning. They suggested the

se of an ambiguous method of assessing students’ favorite tests in the

-learning area. Jung and Yeom [4] have discussed how someone can

ecure an online exam management system using group cryptography.

hey describe how the SECONE software system can help to build a

ecure online management system. However, it requires the use of high-

uality webcams and a microphone, which is a drawback for the system.

iu and Fan [5] have introduced the terminology ‘analytics’ in eval-

ating the students’ learning outcomes. According to the authors, the

tudy of mathematics should be enabled in educational institutions to

ncrease the understanding of student learning needs, and this may make

 positive impact on learners’ learning and progression. Monjitha and

olleagues [6] have proposed a system in which the questionnaire’s pro-

uction manager selects a percentage of the complexity of the question.

epending on the percentage selection system, one can choose random

uestions that will satisfy the conditions. This program can also produce

he paper according to the format provided by the administrator. After

aper production, the paper will be saved in PDF format and emailed

o colleges with a single click. Paul et al. [7] proposed how to design a

uestion paper template according to the input requirements. Zhen and

u [8] proposed some methods for the face recognition system in this

espect. The authors have described how neural networks (NN), Support

ector Machines (SVM), and Algebraic characterization can be utilized

n face recognition systems. Jain and colleagues presented the impor-

ance of a blockchain network in the education system. They have de-

eloped an online examination system based on blockchain. They used

he public blockchain platform ‘Ethereal’ and one of the best applica-

ions entitled ‘Smart contracts’ [9] . They have also compared the over-

ll performance of the blockchain-based system with the cloud-based

ystem. Lee and colleagues [10] proposed a system that categorizes the

tudent’s VFOA (visual focus of attention) data by capturing the head

ose estimates and eye gaze estimates using state-of-the-art machine

earning techniques. The examiner is alerted when the student wavers

n his VFOA from the screen greater than X, a predefined threshold time;

he application will save the person’s data when his VFOA is off the

creen and send it to the examiner to be manually checked and marked

hether the student’s action was attempted malpractice or just a mo-

entary lapse in concentration. In “Digitalization Online Exam Cards

n the Era of Disruption 5.0 using the DevOps Method" [11] , the user

ehavior is detected using an online signature or displaying a student

hoto and fingerprint. They suggested Single Multiple Biometric detec-

ion techniques. In that study, they have detected student Online Signa-

ures, Photos and Fingerprint, however, we are detecting student IP ad-

resses, Face recognition, 360° Al view, and Noise detection method. In

 study entitled "Utilizing webcam-based proctoring to deter misconduct

n online exams", Hylton et al. [12] utilized a webcam-based proctoring

rocedure for online exams. They collected data from the results of on-

ine exams taken by participants as well as from the Web-based survey.

hey concluded that webcam-based proctoring deterred misconduct in

nline exams. 

. Proposed system 

Because of the pandemic circumstances, educational institutions

ave been forced to shift the learning platforms to online. However,

his shows some challenges, the major issue of adopting unethical steps

y some students during the online examination. To solve such issues,

his work proposes AI and Blockchain systems by considering the stu-

ent identification, cheating scenario, and a secure result publication.

he conceptual workflow of the proposed system is given in Fig. 1 . 
2 
It is expected that it will create a new margin in the future edu-

ational system. Both student’s devices and faculty agent’s devices are

onnected through a server. All data from faculty members and students

ill be saved in the primary storage system through the database. Stu-

ents’ data can also be stored in the faculty agent’s temporary storage

hrough the database for a while. Every sector has a graphical user inter-

ace (GUI) to operate the system. From students’ devices, the user iden-

ification interface data compilation interface date will be forwarded to

he server’s database. 

. Methodology 

.1. Working flowchart of evaluation system 

The diagram in Fig. 2 illustrates the operational flow of the system.

t first, a student will login to the system by using an IP address. After

he login procedure, an AI-based face reorganization system alongside

ith 360° AI view and noise detection system will be enabled. Then the

ystem will establish an RDP using an SSH connection. Subsequently,

t will shuffle and specify each question for each IP/ID and set a spe-

ific time for each question to write the answer. After collecting all

he answers script, it will create a database and check plagiarism for

ach script. If the answer script shows plagiarism of greater than sev-

nty percent, then it will decide that the script has human interaction

ith another answer script, and it will simply forward the marks in the

lockchain system. If it shows plagiarism of less than 70 percent, the

ystem will forward the answer script to mark distribution. After that,

t will forward the marks to the blockchain-based system. In this way,

he system will come to an end. 

.2. Secure exam system control procedures (SESCP) 

SESCP-A: Detect participant’s IP for individual and establish that IP

or future interaction. The student cannot change the device or any other

erson/network cannot interfere with their work. 

SESCP-B: Recognize face using AI technology. It will detect face

hape and the participant’s movement. Parallel participants must sub-

it a 360-panorama view. There, the AI system will detect electronic

evices and human faces. YOLO algorithms are used in face detection.

ts simple architecture increases the speed of detection, learning capa-

ilities, and accuracy [13] . It is based on regression analysis. At first, it

ivides the taken images into N grids with an equal dimensional region

f S x S. Each of these nodes is responsible for decision-making. 

SESCP-C: Establishing a Remote Desktop Protocol to restrict back-

round apps and, on the other side, traffic analyzers will work for any

ther network interaction. Consequently, the examinee prohibited using

is device to interact with any other topic. 

SESCP-D: The system will encrypt, break, and shuffle the whole ques-

ion into a small section, generate a unique hash, and distribute that

ash each into a specific IP. There will be a fixed time frame for each

art of the question. 

SESCP-E: The participant will have to provide the public key to the

ystem. Then, the system will decrypt the question for individuals and

ollect the answer script on time. 

SESCP-F: In this section, the system will make a database. Each an-

wer script will be in the same database where the system will check

or plagiarism for each answer- script. The paraphrasing tool is used to

heck plagiarism. It is a python-based tool that uses synonym usage,

hanging the grammatical structure, and changing part of speech as a

echnique. Semantic-based method, Grammar-based method, Grammar

emantics hybrid method, and Clustering techniques are also used to

heck plagiarism. [14] 

SESCP-G: This section will define plagiarism and eliminate answer

cripts. We want human interactions here. Answer scripts having pla-

iarism of seventy percent or more will be forwarded to the teacher.

hey will judge and control those answer scripts for future procedures.
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Fig. 1. Conceptual Framework of the Proposed 

System. 

Fig. 2. Flowchart of the proposed system. 
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nd, the rest of the answer script will be forwarded for marks distribu-

ions. 

SESCP-H: The marks will be stored in a blockchain-based system to

nsure security. 
3 
.3. Blockchain implementation on marks distribution 

Blockchain is a written posted database, and/or a computer database

f any exchange, contracts - which should be freely recorded. One of the

reat features of Blockchain is that this computerized database is open

ith a few large PC numbers and will no doubt be stored in a single

ocation. The most uplifting part of the square series is that it dramat-

cally reduces the potential effects of the information break. Interest-

ngly, with standard equitable processes, various shared duplicates of

he same knowledge base make it difficult to pay for information attacks

r digital attacks. With all the high-security features of the robbery, the

stablishment of square chains can change the diversity of business and

ake the forms smarter, safer, more straightforward, and more efficient

ompared to the standard business forms. 

• The data is kept in JSON format, which is suitable to implement and

easy to read. The data is kept in a block containing multiple data.

Multiple blocks are added to determine others via fingerprinting. 

• The fingerprinting is accomplished by employing hash and, to be

precise, using the SHA256 hashing algorithm. Each block includes

its own hash and the previous function’s hash so that the system

cannot be tampered. 

• This fingerprinting is utilized to chain the blocks jointly. Every block

is connected to the previous block, including its hash and the next

block by giving its hash. 

• The mining of the new block is accomplished by successfully discov-

ering the solution to the proof of work. The proof of work must be

hard to get manipulated to make mining challenges. 

• After mining the block correctly, the block will be counted in the

chain. 

• After mining several blocks, the chain’s validity must be restricted

to prevent tampering with the blockchain. 

• The web app is made with Flask. 

Blockchain/DLT are the structure block of the “internet of value ”

nd allow the recording of relations and transfer of “value ” peer-to-peer,

ithout a requirement for a centrally corresponding entity. “Value ” di-

ects to any record of asset license and license of specific information

ig. 4 . 

We use layer 1 blockchain scalability solutions for scalability, includ-

ng sharding, segregated witness (SEGWIT), and hard forking. Layer 1

olutions focus on improving the blockchain network’s core features and

raits, such as enhancing the block size limit or decreasing the block ver-

fication time. Layer-1 solutions demand modifications in the codebase
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Fig. 3. Structure of the Blockchain technology. 

Fig. 4. Structure of data in the Blockchain 

technology. 

Fig. 5. User Interaction Diagram. 

4 
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Fig. 6. Snapshots of the proposed system; (a) Student 

panel (b) Teacher panel and result panel. 

5 
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f the leading blockchain network. Hence, layer 1 solutions are corre-

pondingly guided as on-chain scaling solutions. 

.4. User interaction 

The diagram illustrates the interaction system Fig. 5 . 

The user interaction diagram ( Fig. 5 ) has three types of users, stu-

ents, teachers, and administrators. Teachers distribute marks, add

uestions to the system, and can interact with the server database too.

n the other side, students interact with the system through user iden-

ification protocol, AI-based system, and temporary storage. Moreover,

he administrator directly interacts with the server database, marks dis-

ribution protocol, and blockchain-based system. Both students, teach-

rs, and administrators interact with RDP (Remote desktop Protocol). 

. Results and future scope 

Online exams range from MCQs, fill-in-the-blanks, checkboxes to

hort answers, long answers (that need to be evaluated by the teacher

eparately), coding simulators, case studies, etc. The education system

s constantly evolving as well as its components. Here we present a few

napshots of our system Fig. 6 . 

In an online test, candidates should answer the questions within the

rescribed time. The test window collapses when the test is over, and

acilities receive real-time reports. The proposed automated system may

crutinize the answer scripts thoroughly and provide results in the short-

st possible time. The testers checked the answers and argued accord-

ngly. For long-type questions where the results are not random, the

esters check the answers and calculate accordingly. The tests conducted

nline and passed on to the candidates can be by email or website. 

The system can be significantly improved in two main ways. The first

lace to improve is a teacher labeled question level. The currently pro-

osed system requires the teacher to include a question tag while sub-

itting. In future development, we aim to make this process mechanical

hich will improve the teaching process. The second area to improve

his system is the complete automation of descriptive questionnaires. 

. Limitation 

Despite having many advantages and facilities, it has a few poten-

ial limitations that we cannot ignore. This system requires permission

rom the student’s camera, microphone, and GYRO to record students’

ctivities from the device they use to attend the exam. It can become

n impediment to students’ personal inviolable information if the sys-

em faces any major breakdown. This system requires a stable internet

onnection, but most households in Bangladesh have no internet ac-

ess. The internet outage can become the reason for an imbalance in the

earning management system of individual students while attending the

xam. The average cost of building the system and maintaining it is a

it high for many institutions and authorities in developing countries

ike Bangladesh. 
6 
. Conclusion 

In the span of the internet metaphors, countries like Bangladesh still

acing issues in building a proper e-learning system to handle the covid-

9 outburst. This work may help to resolve the critical obstruction of

-learning which is an e-exam. The drawback of the online exams can

e overlooked with the help of Artificial Intelligent, Blockchain, RDP,

nd smart login systems. This paper presents an AI-based blockchain

ramework that secures the online examination system. It is expected

hat our proposed system will play a vital role in the evolution of e-

earning, where teachers can take a proper exam just like they are phys-

cally present in the classroom. 
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